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DETAILED ACTION 

A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 02/09/07 has been entered. 

Response to Arguments 

Applicant's arguments filed 08/08/07 have been fully considered. 

The applicant argued that while the Disk key described in Kato is a set of master 
encryption keys merely recorded to a disc and otherwise unrelated to the disc, the recording 
medium ID recited in Claim 1 is a value that is unique and corresponds to the specific recording 
medium in question. This is not found persuasive. The disk key of Kato is a unique key by 
definition because it is the key that is for the particular disk. The disk key is also related to or 
corresponds to the disk because it is written on the disc and therefore each dick key and the disc 
have a relationship wherein they agree with one another. The disk key is written on the disc and 
therefore represents the disk that it is written on. 

The applicant argues that neither Kato nor Katoh, nor Kaplan teach encrypting the write 
identification information which is generated for every recording operation performed on the 
digital data, by use of the recording medium. This is not found persuasive. In the combination 
of Kato, Katoh, and Kaplan, Kato teaches the Disk key that corresponds to the recording medium 
ID. In the description of Kaplan, given below, the Master key performs the function of the 
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recording medium in the encryption of the write identification information. However, the 
combination utilizes the disk key of Kato to encrypt the write identification of Kaplan as 
performed by the Master key of Kaplan. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-25 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kato et al 
(6,301,663) in view of Katoh (2002/0073037) and further in view of the article by Kaplan ("IBM 
Cryptolopes™, SuperDistribution and Digital Rights Management"). 

In reference to claims 1, 6, and 10, Kato discloses a method and system for protecting 
against unauthorized copy of multimedia (abstract). The method comprises the steps of: Kato 
further discloses encrypting data identification information of the digital data (column 6 lines 20- 
24). The Disc key corresponds to the recording medium ID in encryption of data in the form of 
audio data, which contains the watermark (column 16 lines 15-20), which contains a master key. 
The Disc key further corresponds to the medium ID since the key identifies the disk in that it is a 
key belonging to the disk. The watermark contains the master key (column 9 lines 44-47). 
Therefore the master key (write identification information) is encrypted by the disk key. 

Although Kato discloses the use of a disk key (recording medium ID), Kato does not 
disclose obtaining a recording medium ID associated with the recording medium. Furthermore 
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Kato does not disclose generating independent write identification information for each 
recording operation of the digital data. Although Kato discloses the use of a disk key to encrypt 
information, Kato does not disclose encrypting data identification information of the digital data 
and data control information by the use of the write identification information and encrypting the 
write identification information by use of the recording medium ID. 

Katoh discloses a system and method for controlling copy generation of digital data 
stored in recording media to protect the data from unauthorized copying (abstract). In the system 
disclosed by Katoh, there exists a disc ID (page 2 paragraph 0022) and a means to detect and 
therefore obtain the ID (part 214 Fig. 2 in combination with page 2 paragraph 0024). Katoh 
further teaches generating independent write identification for every recording operation 
performed on the digital data (page 2 paragraphs 0020-0022). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to have a disc ID and a method to obtain the disc ID and generating independent 
write identification for every recording operation performed on the digital data as in Katoh in the 
system of Kato. One of ordinary skill in the art would have been motivated to do this because 
the disc ID is useful information for controlling copy control information. 

However Katoh does not disclose encrypting the write identification information by use 
of the recording medium ID; and recording at least the encrypted data identification information 
and data control information to the recording medium. 

Kaplan discloses generating independent write identification information for each 
recording operation of the digital data (Fingerprinting/watermarking instructions/specifications 
paragraph 4 page 4 and page 5 paragraph 1); the crytolope can add individualized fingerprints 
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and the identify the licensee or purchaser of each authorized or licensed copy. The cryptolope 
encrypts data identification information of the digital data and data control information (Fig. 1 
Encrypted Fingerprint and watermark instructions) by use of the write identification information 
(master key). Kaplan further discloses recording at least the encrypted data identification 
information and data control information to the recording medium (SuperDistribution page 2). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the encryption key as in the Cryptolopes of Kaplan in the system of 
Kato using the disk key of Kato. One of ordinary skill in the art would have been motivated to 
do this because this means that royalty/licensing clearing centers do not have to maintain a 
database of all documents keys, instead, each clearing center maintains a small database of 
master keys. 

In reference to claims 2, 7 S and 11, wherein the digital data is encrypted by the data 
identification information, and the encrypted digital data is recorded to the recording medium 
along with the encrypted data identification information and data control information (column 7 
lines 34-36). 

In reference to claims 3, 8, and 12, wherein the data control information includes copy 
control information for the digital data (column 6 line 66 to column 7 line 1). 

In reference to claims 4, 9, and 13, wherein the encrypted data identification information 
and data control information, and the write identification information (column 10 lines 48-52) 
are encrypted by the use of recording medium unique to the recording medium and recorded to 
the recording medium (column 6 lines 1-42). 
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In reference to claims 5 and 14, wherein a data processing unit for encrypting the data 
identification information and data control information and a data recording unit for recording 
data to the recording medium are mounted separately, and the write identification information is 
generated at the data recording unit, and the generated write identification information is 
encrypted and transmitted to the data processing unit (Fig. 1). 

In reference to claim 15, 19, and 22, Kato discloses a method and system for protecting 
against unauthorized copy of multimedia (abstract) comprising the steps of: reproducing 
encrypted data identification information and write identification information, which are 
encrypted by the use of recording medium identification information from the recording medium 
(Fig. 2 part S13 in combination with column 5 lines 57-62); decrypting the encrypted data 
identification information and data by the use of the write identification information, and taking 
out the data identification information of the digital data and data control information (Fig. 2 part 
S13 and S16 in combination with column 7 line 66 to column 8 line 6). 

Although Kato discloses recording the copy control and the encryption of the disc key, 
therefore the potential to store and encrypt the copy control, Kato does not expressly disclose 
encrypting data control information by the use of the write identification information. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the copy control in the system of Kato. One of ordinary skill in the art 
would have been motivated to do this because encryption discourages fraud and increases the 
security of digital data. 

Kato does not disclose obtaining a recording medium ID associated with the recording 
medium; and encrypting the write identification information by use of the recording medium ID. 
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Kaplan discloses a system that obtaining a master key to encrypt the keys of the 
cryptolope (page 3; Key records; paragraph 1). The master key corresponds to the recording ' 
medium id. The master key is obtained from the clearing center (page 4 paragraph 2). The 
identification information is encrypted using the recording medium ID (page 3; Key records; 
paragraph 1). The document keys correspond to the identification information; these are 
encrypted using the master key (recording medium ID). The master key is unique to the 
particular collection of documents (page 9 paragraph 1). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the encryption key as in the Cryptolopes of Kaplan in the system of 
Kato. One of ordinary skill in the art would have been motivated to do this because this means 
that royalty/licensing clearing centers do not have to maintain a database of all documents keys, 
instead, each clearing center maintains a small database of master keys. 

In reference to claims 16, 20 and 23, wherein the digital data is encrypted by the data 
identification information and recorded to the recording medium, and the encrypted digital data 
is reproduced from the recording medium along with the encrypted data identification 
information and data control information, and the write identification information (column 7 
lines 34-36). 

In reference to claims 1 7, 21, and 24, wherein the encrypted data identification 
information and data control information, and the write identification information (column 10 
lines 48-52) are encrypted by the use of the recording medium identification information peculiar 
to the recording medium (column 6 lines 1-42) and recorded to the recording medium, and the 
recording medium identification information is reproduced from the recording medium, and the 
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data encrypted by the recording medium identification information are decrypted by the use of 
the recording medium identification information, and the encrypted data identification 
information and data control information, and the write identification information are taken out 
(Fig. 1). 

In reference to claim 18, wherein a data processing unit for encrypting the data 
identification information and data control information and a data recording unit for recording 
data to the recording medium are mounted separately, and the write identification information is 
generated at the data recording unit, and the generated write identification information is 
encrypted and transmitted to the data processing unit (Fig. 1). 

In reference to claim 25, wherein said generating step includes generating the write 
identification information with a random number generator (part 113 Fig. 10). 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 . 1 36(a) will be calculated from the mailing date of the advisory action. In no event, 
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however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9)^7 (toll-free). 
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